


4.13. Incident Management

An information security incident is any event that may result in loss of corporate infor-
mation assets by any means. In the event of a security incident, the Geekbot responsi-
ble security team must be promptly informed by anyone who notices the incident. All
security incidents are managed by our dedicated Incident Management Team (IMT)
whose members are responsible to perform an investigation in order to identify the
source of the incident, and collect evidence that can be used legally for future actions
against the source. The evidence may also serve as evidence for disciplinary actions
against employees. Depending on the criticality of the incident, the IMT will decide on
the corrective measures, and on the preventive actions to be applied to avoid reoccur-
rence.

In the event of a data breach, a dedicated procedure is in place to ensure that all affect-
ed parties will be timely notified in accordance with the applicable legislation.

4.14. Business Continuity

Geekbot implements the appropriate procedures in order to manage in a controlled and
structured manner a serious crisis that could cause a cessation of operations, and to
ensure that the company can effectively recover by an unwanted catastrophic event
that could have a serious impact on the confidentiality, integrity or availability of its
business processes.

The Geekbot Management approves the development and documentation of analytical
procedures and the creation of the necessary infrastructure to ensure the continuity of
business operations through an organized and integrated Business Continuity Manage-
ment Framework in the event of a downtime of Geekbot Information Systems and
business processes. Additionally, Geekbot Management provides the necessary
resources for the development, implementation and maintenance of the BCP.

5. Conclusion

Geekbot has in place and implements all necessary technical & organizational controls to
ensure the protection of your data. Keeping our customers’ information secure is of the
outmost importance for us, and we are making our best effort to maintain and increase our

accountability.

Please contact us at security@geekbot.com for any questions or concerns.
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